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OT Cyber Security Engineer
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Company: INTECH

Location: Pakistan

Category: computer-and-mathematical

About The Position

We are looking for an OT Cybersecurity Engineer for Audit, Assessment, and Implementation

experience in industrial environments.

 Cybersecurity Audit:

Verification and validation of the audit checklists as per the developed framework

Understands the frameworks and recommends applicable controls specific to the

environment and systems

Develop Audit reports

Identify the gaps and coordinate with the stakeholders for closure of gaps

Experience in planning the audit and assessment activities

 Assessment:

Perform cybersecurity criticality assessment of the OT systems

Perform vulnerability assessments of the OT systems

Categorize the risks

Benchmark the cybersecurity system state as per ISA/IEC 62443 / NIST

Identify the gaps to reach desired SL level
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Recommend the mitigation actions as per the assessment

Experience of penetration in a control systems environment

Implementation:

Perform the hardening of the OT systems and network

Liaison with the OT asset owners for implementation activities

Site planning for performing these activities

Perform risk assessment of the implementation activities and identify the mitigation measure

for smooth implementation on site

Requirements

Bachelor’s/master's degree in engineering or in related field

Minimum 6+ years of work relevant experience in OT cybersecurity

Expert knowledge in NIST & ISA 62443

Preferable training/certifications in any of these ISA 62443, CISSP, GIAC, ICS-CERT, or

SANS

Must have Effective Written/Verbal Communication Skills 
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